
Endpoint Protection + Intercept X

Highlights
 Ì Anti-exploit zero-day 
defense

 Ì Anti-ransomware 
CryptoGuard technology

 Ì Innovative anti-malware, 
HIPS, malicious traffic 
detection and more

 Ì Web, application, device 
and data control for 
comprehensive policy 
enforcement

 Ì Web filtering enforced on 
the endpoint whether users 
are on or off the corporate 
network

 Ì Root cause analysis

 Ì Lingering malware removal 
with Sophos Clean

 Ì Synchronized Security

 Ì Lightning performance, 
even on older systems

 Ì Simple, centralized 
management

Build Your Next-Gen Endpoint Protection
The days of straightforward file scanning are long gone. Your goal is now to prevent 

threats from reaching your devices, stop them before they run, detect them if they 

have bypassed preventative methods, and not just clean up malware, but analyze and 

undo everything it does to your endpoints.

Combining Endpoint Protection Advanced and Intercept X layers next-generation anti-

exploit, anti-ransomware, root cause analysis and advanced system clean on top of 

best in class anti-malware.

Protect Vulnerable Software
Endpoint Protection anti-exploit technology stops threats before they become an issue 

by recognizing and blocking common malware delivery techniques, thus protecting 

your endpoints from unknown threats and zero-day vulnerabilities.

Effective Ransomware Detection
CryptoGuard technology detects spontaneous malicious data encryption to stop 

ransomware in its tracks. Even if trusted files or processes are abused or hijacked, 

CryptoGuard will stop and revert them without any interaction from the user.

Synchronized Security
Our Security Heartbeat feature lets your Sophos products share real-time security 

intelligence with each other. Sophos Central synchronizes that intelligence across your 

security products, creating more effective protection against advanced malware and 

targeted attacks. To take advantage of Sophos Security Heartbeat today, you’ll need 

Sophos Endpoint Protection and a Next-Gen Firewall powered by Sophos Firewall OS.

Complete Control
Enforce your web, application, and device policies with ease, thanks to seamless 

integration within the endpoint agent and the Sophos Central console.

 Ì Web Control: Category-based web filtering enforced 

on and off the corporate network

 Ì Application Control: Point-and-click blocking of applications by category or name

 Ì Device Control: Managed access to removable media and mobile devices

Everything we know about prevention, detection, and response in a single 
agent, taking your protection into a new era.
Endpoint security has come a long way over the past 30 years. Classic antivirus 
file scanning just doesn’t cut it anymore, so Sophos Endpoint Protection uses 
multiple next-generation techniques to give you complete, layered protection.



Endpoint Protection + Intercept X

Try it now for free
Register for a free 30-day evaluation  
at sophos.com/endpoint

Four Steps to Protection
1. Visit sophos.com/endpoint to start your evaluation.

2. Create a Sophos Central admin account

3. Download and install the Endpoint 

Protection or Intercept X agent

4. Manage your protection via Sophos Central

Migrate From Sophos Enterprise Console
Already using Sophos Enterprise Console to manage your 

endpoint agents? You can migrate to Sophos Central 

management using our handy migration tool. Your partner 

can advise you if a license switch is needed. Find out more 

at sophos.com/migrate

Technical Specifications
Sophos Endpoint Protection supports Windows, Mac 

OS, and Linux. Sophos Intercept X supports Windows 7 

and above, 32 and 64 bit. Not all features are available 

for all operating systems. The how-to-buy table below 

shows features for 32- and 64-bit versions of Windows 7 

and above. Linux support is only available with Endpoint 

Protection Advanced. Refer to sophos.com/endpoint-
license-guide for full details. 

How to Buy
Endpoint Protection Intercept

SKU
Endpoint 

Protection 
Standard

Endpoint 
Protection 
Advanced

Central 
Endpoint 
Standard

Central 
Endpoint 
Advanced

Central 
Endpoint 

Advanced + 
Intercept X

Central 
Intercept X

MANAGEMENT
Sophos Central ü ü ü ü

Sophos Enterprise Console (server installation required) ü ü
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E Web Security ü ü ü ü ü

Download Reputation ü ü ü ü ü

Web Control / Category-based URL Blocking ü ü ü ü

Device Control (e.g. USB) ü ü ü ü

Application Control ü ü ü ü

Client Firewall ü ü

Browser Exploit Prevention ü ü
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Live Protection ü ü ü ü ü

Pre-execution Behaviour Analysis / HIPS ü ü ü ü ü

Potentially Unwanted Application (PUA) Blocking ü ü ü ü ü

Patch Assessment ü

Data Loss Prevention ü

Exploit Prevention ü ü
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Runtime Behavior Analysis / HIPS ü ü ü ü ü

Malicious Traffic Detection (MTD) ü ü ü ü

CryptoGuard Ransomware Protection ü ü
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Synchronized Security Heartbeat ü ü ü

Root Cause Analysis ü ü

Sophos Clean ü ü

United Kingdom and Worldwide Sales
Tel: +44 (0)8447 671131
Email: sales@sophos.com

North American Sales
Toll Free: 1-866-866-2802
Email: nasales@sophos.com

Australia and New Zealand Sales
Tel: +61 2 9409 9100
Email: sales@sophos.com.au

Asia Sales
Tel: +65 62244168
Email: salesasia@sophos.com

Oxford, UK
© Copyright 2016. Sophos Ltd. All rights reserved.
Registered in England and Wales No. 2096520, The Pentagon, Abingdon Science Park, Abingdon, OX14 3YP, UK
Sophos is the registered trademark of Sophos Ltd. All other product and company names mentioned are 
trademarks or registered trademarks of their respective owners.

2016-09-02 DS-NA (GH)

https://www.sophos.com/en-us/products/endpoint-antivirus/free-trial.aspx
https://www.sophos.com/en-us/products/endpoint-antivirus/free-trial.aspx
https://www.sophos.com/migrate
https://www.sophos.com/en-us/medialibrary/PDFs/factsheets/sophos-endpoint-license-guide.pdf
https://www.sophos.com/en-us/medialibrary/PDFs/factsheets/sophos-endpoint-license-guide.pdf

